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                                                                          Application form for online access to the practice online services

		Surname

		Date of birth



		First name



		Address







Postcode



		Email address



		Telephone number

		Mobile number



		

I wish to have access to the following online services (please tick all that apply):



		1.  Booking appointments

		□



		2.  Requesting repeat prescriptions

		□



		3.  Accessing my medical record

		□



		I wish to access my medical record online and understand and agree with each statement (tick)



		1.  I have read and understood the information leaflet provided by the practice

		□



		2.  I will be responsible for the security of the information that I see or download

		□



		3.  If I choose to share my information with anyone else, this is at my own risk

		□



		4.  If I suspect that my account has been accessed by someone without my agreement, I will contact the practice as soon as possible

		

□



		5.  If I see information in my record that is not about me or is inaccurate, I will contact the practice as soon as possible

		

 □



		6.  If I think that I may come under pressure to give access to someone else unwillingly I will contact the practice as soon as possible. 

		

 □



		Signature 	

		Date

		



		For practice use only

		



		Patient NHS number

		Practice computer ID number



		Identity verified by (initials)



Date

		Method used

		Vouching □

Vouching with information in record □
Photo ID and proof of residence □



		Documentary evidence provided

		



		Authorised by

		Date



		Date account created



		Date login credentials emailled/given



		Level of record access enabled

Detailed coded record □ 

All prospective □ 

All retrospective □

Other limited parts □ 

		Notes / explanation



		Date clinical assurance completed

		Assured by (initials)



		Reason for refusal if record access is refused after clinical assurance.







Application form for online access
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Practice guidance  
Offering patients 
prospective 
record access


Version 1.2
09 December 2019
Ref: 000946 


Click here to go to a fully accessible version of this guide



https://www.england.nhs.uk/publication/patient-access-to-records-online-prospective-record-access/
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Using this 
interactive 
guide This guide has been developed to allow you to easily navigate 


to the information you need, whether it is contained in the 
guide itself or linked to a website.  


All buttons and images can be clicked on.


Click here to 
download the full 


RCGP guidance on 
coercion


Quick links at the bottom 
left of each page


Navigation buttons at the 
bottom of each page. 
The home button takes you 
to the contents page.


Examples of other links 
within this guide



mailto:pcdt@nhsx.nhs.uk?subject=Prospective%20record%20access%20|%20

http://www.rcgp.org.uk/patientonline

https://www.england.nhs.uk/publication/patient-access-to-records-online-prospective-record-access/

https://www.england.nhs.uk/gp/gpfv/investment/gp-contract/

http://www.rcgp.org.uk/patientonline

http://www.rcgp.org.uk/patientonline

https://www.rcgp.org.uk/-/media/B35517570DD64E6E8E4691D72D2F927E.ashx
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Contents
1. Introduction and record access contract commitments


2. Clinical and patient safety


3. Prospective record access


3a. Setting up your clinical system


3b. Redaction


4. Preparing for future commitments 
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Introduction


This document provides the interpretation and guidance on the 
GMS Contract 2019-2024 commitment 5.10 (ii). 


The approach has been agreed by NHS England and BMA 
General Practitioners Committee (GPC) in England and is 
supported by both organisations.


5.10 NHS England and GPC England have agreed eight 
specific improvements, backed by agreed contract 
changes, in areas where it is realistic to make early 
progress, given available functionality: 
(ii) all patients will have online access to their full record, 


including the ability to add their own information, as the 
default position from April 2020, 
with new registrants having full online access to 
prospective data from April 2019, subject to 
existing safeguards for vulnerable groups and 
third party confidentiality and system functionality



mailto:pcdt@nhsx.nhs.uk?subject=Prospective%20record%20access%20|%20
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Existing contract 
commitments


Definitions Since 2014, patients have had the right to 
view limited parts of their record, these have 
been included in previous contracts.


Prospective records access, and in the future 
full records access build on these.


Detailed coded record
April 2015


Included
• Demographics
• Allergies/adverse reactions
• Medication
• Immunisations
• Test results
• Coded problems, diagnoses, procedures
• Coded referrals and letters received
• Other codes (ethnicity, QOF etc)


Excluded
• Free text
• Letters and attachments
• Administrative items


Summary information 
April 2014


Summary in patients’ GP records e.g. 
• Allergies/adverse reactions
• Medications 
as outlined on the GMS contract.


Prospective record access
April 2019


From April 2019 new patients registering with a practice 
should be offered full online access to the digital record 
for their prospective information, starting from the date of 
their registration for online services, where patients wish 
to have access.


In addition to the detailed coded records (DCR) which is 
currently available, access to a full patient record includes 
• free text consultation notes and 
• documents i.e. hospital discharge letters, referral letters 


etc
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http://www.rcgp.org.uk/patientonline

https://www.england.nhs.uk/publication/patient-access-to-records-online-prospective-record-access/





Contact us


RCGP 
guidance


Clinical safety


Joint 
statement


6


Clinical and patient 
safety


Prospective access to full records from a set 
date is subject to the same safeguarding 
requirements and management of third-party 
information as applied when patients have 
access to their detailed coded record (DCR)


When recording third party information, and if 
it is unknown to the patient, GP practices will 
need to ensure that this information becomes 
redacted from patient view.


Practices should also ensure that information 
is recorded in a way which makes it easy for 
the patients to understand it. 


Guidance on safeguarding, sensitive data, 
and data recording is already available within 
the records access section of the RCGP 
toolkit available at 
www.rcgp.org.uk/patientonline.
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Clinical and patient 
safety


Third-party and 
sensitive information


Extract from the RCGP guidance on sensitive 
information
GP records sometimes contain information that is confidential information 
about a third party which the patient must not see. There may also be 
information that may harm the patient, a diagnosis, abnormal result or 
opinion that the patient is not aware of. It may also contain information that 
the patient believes is mistaken or wants to have removed from the record. 
For brevity we refer to all such information as 'sensitive data'.


Patients or their proxies may ask for entries to be altered or removed if they 
disagree with them or find them upsetting or offensive. However, all health 
professionals have a right (and a duty) to make complete records of facts 
and their professional opinions about their patients’ health, indicating clearly 
which are facts and which are opinions.


All GP systems have a method of preventing data being visible to patients 
with online record access. This is generally known as data redaction. 
Before record access is switched on all the data (detailed coded or full 
record access) that the patient will see should be checked for sensitive data 
that needs to be redacted. It is helpful to establish a practice record 
keeping policy about recording and redacting new entries of potentially 
harmful and confidential third party data even if they do not currently have 
online record access.


Click here to 
view the full 


RCGP 
guidance 
records 
access
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Clinical and patient 
safety


Patients perceived to 
be at risk of coercion


Extract from the RCGP guidance on 
coercion
Coercion is the act of governing the actions of another 
by force or by threat, in order to overwhelm and 
compel that individual to act against their will. Online 
services of all types are vulnerable to coercion. 


In the context of GP online services, coercion might 
result in patients being forced into sharing information 
from their record, including login details, medical 
history, repeat prescription orders, GP appointment 
booking details and other private, personal information. 


This is not a new issue. Practices will already have 
processes in place to manage instances of suspected 
coercion related to paper-based and face-to-face 
services. But GP online services creates new and 
additional opportunities for coercive behaviour that 
must be addressed by practices.


Click here to download the full 
RCGP guidance on coercion
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Prospective record 
access


Checklist



Brief staff.  Ensure they understand that, when appropriate, 
information should be redacted at the time it is entered into the 
patient’s record.



Update new patient registration process to include sign-up for 
prospective access in addition to appointments and repeat 
prescriptions.


 Setup clinical system 


 Promote prospective access to newly registering patients.


 Start planning for full records access 
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Setting up 
your clinical 
system


The default requirement is that GP practices will set up a GP online service 
account, including full record access, for all new registrants
• GP practices will need to enable full record access within their clinical system’s organisational settings, 


where the functionality exists (see table below)


• The records only need to show information recorded from the date that the patient registered at the practice. 
This can be set within the organisational settings or for individual patients


• GP practices should not enable record access for individual patients if there are any safeguarding / safety 
concerns.


Each clinical system has different steps for enabling records access and redacting information.  This guide 
includes instructions for each clinical system.


Available system 
functionality


Detailed 
coded record


Prospective 
record


Full 
record


EMIS Web   


Microtest  Evolution   


TPP SystmOne   


Vision   


TPP  
setup


Microtest 
setup


Vision 
setup


EMIS 
setup
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Enabling prospective 
access in your 
clinical system


EMIS
Web


EMIS redaction


Navigate to the patient facing services 
tab
• EMIS ball > 
• System Tools > 
• EMAS Manager > 
• Patient Facing Services


Then tick the buttons
• Use detailed coded record
• Laboratory test results
• Immunisations
• Problems
• Consultations 


Add the date from which prospective 
access starts in each of the Display 
free text from date fields.


Add a date in the Only show 
consultations from field


Patients will only see 
their record from the 
date entered.


If a patient has 
previously had access 
to their detailed coded 
record (DCR) the 
historical part of their 
record will no longer 
be available.
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Enabling prospective 
access in your 
clinical system


EMIS
Web


EMIS redaction


Navigate to the patient facing services 
tab
• EMIS ball > 
• System Tools > 
• EMAS Manager > 
• Patient Facing Services


Then tick the buttons
• Use detailed coded record
• Laboratory test results
• Immunisations
• Problems
• Consultations 


Add the date from which prospective 
access starts in each of the Display 
free text from date fields.


DO NOT add a date in the Only show 
consultations from field, as this will 
restrict all access until after that date.


Patients will see their 
detailed coded record 
(DCR), plus 
• Laboratory test 


results
• Immunisations
• Problems
• Consultations 
from the date entered.
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Microtest redaction


Microtest provides a comprehensive step-
by-step guide called Patient Facing 
Services (PFS) - User Manual Microtest 
Evolution.


Online access for patients to make 
appointments, order medication, 
communicate with the practice and view 
records are called “Patient Facing Services”


This guide is available in each system at
Y:\CAP GP - Microtest\PROJECTS\GPSoC-R -
Patient Facing Services (TWR)\The Waiting Room 
2 (TWR2)\PFS_User_Manual.docx
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TPP redaction


Patients will only see 
their record from the 
date entered.


If a patient has 
previously had access 
to their detailed coded 
record (DCR) the 
historical part of their 
record will no longer 
be available.


To setup default practice settings, 
navigate to the patient record 
access section
• Setup
• Users & policy
• Organisational Preferences > 
• Online Services > 
• Patient Record Access > 


Then tick the buttons
• Enable full clinical record 


access
• Consultations from the date of 


consent onwards


Add the date from which 
prospective access starts in the 
Default date record will be visible 
from date field.



mailto:pcdt@nhsx.nhs.uk?subject=Prospective%20record%20access%20|%20

http://www.rcgp.org.uk/patientonline

https://www.england.nhs.uk/publication/patient-access-to-records-online-prospective-record-access/





Contact us


RCGP 
guidance


Clinical safety


Joint 
statement


15


At present, Vision does not provide the functionality to offer 
prospective record access


Enabling prospective 
access in your 
clinical system


Vision


As of 01 December 2019, the Vision system 
does not have the following functionality.


• Prospective record access


• Full record access


• Correspondence and documents access.


As such, GP Practices using the Vision 
system will not be able to offer prospective 
record access or full record access to their 
patients, until this becomes available.


Vision redaction
Click here for information on setting up 
detailed coded records (DCR) 
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Redaction
Patient access to any element of their record is subject to 
appropriate safeguards.  These are designed to ensure that 
access to records 


• does not cause harm to the patient


• that legal confidentiality obligations for the non-disclosure 
of third-party information are adhered to.


Where this information is contained within a record it must be 
redacted.  The process for redacting information is different 
for each GP clinical system.


TPP 
redaction


Microtest 
redaction


Vision 
redaction


EMIS 
redaction


Confidentiality policies should NOT be used 
for hiding sensitive information
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Redaction


EMIS 
Web


Redacting Sensitive Information from Online View


Right Click on Entry, 
and select Online 
Visibility.


NB Preventing online 
visibility can only be 
completed in care 
history of 
Consultations. 
Problems will not show 
the information has 
been redacted


EMIS setup


Confidentiality policies 
should NOT be used for 
used for hiding sensitive 
information - Online 
visibility should 
ALWAYS be used
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Redaction


Microtest 
Evolution


Rather than redacting information in the 
physical patient record, information can be 
restricted from the patient view in patient 
facing services.


Information on how to do this is contained in 
the Patient Facing Services (PFS) - User 
Manual Microtest Evolution, please refer to 
the following sections


• Partial clinical record


• Detailed coded record


• Full clinical record


• Restriction by date


• Default action for unmarked records


Microtest setup


The Patient Facing Services (PFS) - User 
Manual Microtest Evolution is available in 
each system at


Y:\CAP GP - Microtest\PROJECTS\GPSoC-
R - Patient Facing Services (TWR)\The 
Waiting Room 2 
(TWR2)\PFS_User_Manual.docx
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Redaction


TPP 
SystmOne (1)


Redact information from the Patient New Journal View – this can be selected and deselected 
here


Select here to hide 
or unhide 
information –


NB Applying 
Privacy Settings 
“X” will not hide 
from online view


Continued


TPP setup
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Redaction


TPP
SystmOne (2)


Custom filters will 
show what a patient 
would view following 
screening and possible 
redaction of 
information.  


Not applying filters will 
show (only to the 
practice) both redacted 
and unredacted 
information


NB The filters do not 
show Test Results


TPP setup
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Redaction


Vision 
• DCR data which is entered with Priority 0 


will be restricted from patient view.


• The DCR Review App allows this to be 
reviewed for each patient


Vision setup
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Further 
information


This guide discusses the considerations and provides 
guidance on the issues surrounding Prospective Record 
Access


• Prospective record access at 
https://www.england.nhs.uk/publication/patient-
access-to-records-online-prospective-record-access/


• Best practice guidance is available at 
www.rcgp.org.uk/patientonline


• patient information at www.nhs.uk/gponlineservices


• programme information at www.england.nhs.uk/GP-
online-services


If you require further information please contact us at 
pcdt@nhsx.nhs.uk 
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To: • GP practices 


• Primary care networks 


• NHS England regions directors and 


directors of commissioning 


• ICBs 


• Clinical leads and safety officers 


• Accountable officers 


 


NHS England  
Wellington House 


133-155 Waterloo Road 
London 


SE1 8UG 


21 July 2022 
 


Dear Colleagues 
 


Offering patients access to their future health information 


In line with the NHS Long Term Plan and ‘Data Saves Lives’ Data Strategy, the NHS is working 


to make it easier for patients to digitally access their future health information in their general 


practice records. In April 2020 NHS England introduced an obligation for practices to give 


patients access to their prospective (future) medical record online (including free text and 


documents).   


Better access to health information enables patients to become partners in managing their 


health. Evidence has shown that this increases patients’ feelings of autonomy and reduces the 


need for patients to contact general practice1. 


There is now a revised timeline for the automatic switch on of prospective access. On 01 


November 2022, patients at practices using TPP and EMIS systems will automatically have 


access to their prospective records online. Work is ongoing with Cegedim (previously Vision) to 


create the same functionality. This does not change the status of general practices as a data 


controller or alter existing obligations to promote and offer access to historic information. 


Over the coming months our aim is to build trust and confidence in clinicians and practice teams 


to provide online access. To prepare for this change we are asking general practice teams to: 


• identify patients who could be at risk of serious harm from having automatic 


access to their records and ensure the right safeguarding processes are in place 


to support access to all future data, including free text and correspondence sent 


 
1 https://qualitysafety.bmj.com/content/29/12/1019.long 


Classification: Official 


Publication reference: PAR1821 
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into general practice. An individual review may be required to exclude patients 


from having access due to a risk of serious harm. Further guidance is included in 


Annex A. 


• consider increasing the number of patients who have online access and/or 


enhance their level of access gradually over coming months prior to 


automatic rollout. How this is achieved should be locally determined and may 


include wider patient promotion or improving the current default access level 


being provided. If practices would like to make prospective access available to all 


of their patients ahead of November, they can contact 


england.NHSEimplementation@nhs.net who can support early deployment. 


There are a number of resources available to support preparing for the change, including 


a series of webinars for practices and commissioners. These are available at 


https://digital.nhs.uk/records and include: 


• An updated RCGP GP Online Services toolkit. Providing general practice 


guidance to manage online records access effectively, efficiently, safely and 


securely. 


• A series of short videos on key topics including: an overview of upcoming 


changes; when and how to redact information; when to decline access to records; 


and conducting/documenting consultations that empower patients when they 


access their records. 


• Details of what we have learned from the early adopter sites, including materials 


and GPIT system reports/protocols that they used to successfully prepare and a 


practice checklist. 


• A package of communication materials for general practice teams to use, to 


inform their patients of the change and to promote access. 


• Information Governance (IG) Guidance and a national template to support a Data 


Privacy Impact Assessment by a practice team.  


Implications for the wider health system and partnership organisations 


ICB’s and commissioners are asked to support awareness and preparations by providers 


within the wider health system.  


Healthcare providers and partnership organisations should continue to share important 


information with general practice. This can be redacted (made invisible) from the patient 
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view when necessary. To reduce the risk of inappropriate disclosure, providers should 


clearly identify when correspondence shared with general practice should not be visible 


to a patient, as its disclosure could result in serious harm. 


As outlined in Securing Excellence in Primary Care (GP) Digital Services: The Primary 


Care (GP) Digital Services Operating Model, commissioners should provide a training 


service for practice staff to support the safe and effective use of clinical systems and 


national digital services. General practices requiring additional support should contact 


their local commissioner in the first instance. Specific training and awareness sessions 


are being offered to local GP IT training teams, so they are fully informed and able to 


support general practice with this change.  


We will continue to update information at https://digital.nhs.uk/records and you can email 


queries to England.NHSEimplementation@nhs.net.   


Time to prepare before 1st November launch  


Following engagement with RCGP we committed to their recommendation of providing 


GP teams with a minimum preparation time of 2 months for this change. By confirming 


that the change will take place on 1 November 2022, there is additional time for teams 


to prepare, access support, identify individuals potentially at-risk, build staff confidence 


and embed training. 


We anticipate that with the assistance outlined above, alongside commissioner support, 


that automatic switch on of prospective access will be successfully deployed on 1 


November. Patients will be able to view their online data in their GP record, as it is 


entered from that date. Practices and commissioners must be confident that the service 


can be provided safely. Practices should contact their commissioner where they see 


challenges with providing the necessary safeguards, so that commissioners can work 


supportively with them ahead of 1 November. We thank you in advance for your support 


in achieving this first step towards greater citizen access to health records.  


Yours sincerely, 


 


  


  
Dr Ursula Montgomery  
Director of Primary Care  
NHS England  
 


  


Dr Nikita Kanani MBE  
Medical Director for Primary Care  
NHS England   
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Annex A - identifying and managing patients who could be at risk 


For the vast majority of patients digital access does not pose a specific risk - rather it 


enables people to better manage and understand their health and care, and it can 


reduce harm2. For a minority of patients who are considered vulnerable, such as people 


at risk of domestic violence or in coercive relationships, individual risk associated with 


online records access will need to be considered. When there are safeguarding 


concerns, healthcare workers can prevent patients from having automatic access to new 


information by adding these codes to the patient's record. Records with this code will be 


excluded from the changes, and these patients will then need to be reviewed on a case-


by-case basis to identify if access can be provided without a risk of serious harm.  


It is also necessary to redact (make invisible from patient view) information, for example 


when relating to third parties where it is not reasonable for the patient to be able to view 


this information, or information that is likely to pose a risk of serious harm to the patient 


or another individual. Information on how to redact can be found within your system 


supplier guidance. 


General practice teams should therefore ensure that: 


• All staff who enter information into their clinical system are aware of this change, 


including administrative staff, locums and other temporary staff.  


• There are appropriate processes and safeguards in place to identify patients who 


should not have access to their records. Guidance is available at 


http://rcgp.org.uk/patientonline and example reports used by early adopter sites to 


identify at-risk patients are available at https://digital.nhs.uk/records. These are 


not exhaustive and should be supplemented by local knowledge. 


• Patient access settings are reviewed and where necessary ensure they do not 


receive access to future information by applying the appropriate Systematised 


Nomenclature of Medicine (SNOMED CT) code.  


• There are appropriate processes and procedures in place to ensure that 


information that is not suitable for patient view is redacted when entered onto the 


GP IT system, in compliance with data protection legislation. More information is 


available in your system supplier guidance and included in these short videos.  


• Data quality of information entered onto GP IT systems is maintained, and 


patients are fully informed about their care. Some systems allow the automatic 


 
2  https://qualitysafety.bmj.com/content/29/12/1019.long 
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upload of items from other care settings into the GP record, such as discharge 


summaries, test results and letters. When this occurs, you must work with your 


local GPIT support teams to review your system settings to prevent inappropriate 


release or over-redaction of information.  


Further information governance advice is available, including a template Data Protection 


Impact Assessment (DPIA) for general practice. 


 



https://www.nhsx.nhs.uk/information-governance/guidance/access-to-patient-records-through-the-nhs-app/
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Accelerating access to GP records
Frequently Asked Questions (FAQs)
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1. Accessibility


What access to medical records are GPs required to offer?
Since 2014, patients have had the right to view limited parts of their medical record as part of
General Medical Services (GMS) contractual requirements. In 2019, this was updated and
the GMS contract set out requirements for general practice to promote and offer online
access to coded and prospective information in the medical record, or when requested in
writing, access to the ensure historic record.


The NHS England and Improvement Board on 20 May 2021 mandated that 'Enabling access
to full prospective GP records for all patients via the NHS App. GP practices would screen
data as it is entered onto their IT system.' This was set to be from September 2021 but the
date has been extended to November 2022. From this date the GMS contractual
commitment places a requirement on general practice to promote and offer online access to
all coded and future prospective information in the medical record (clause 16.5ZA.1), or
when requested in writing access to the entire historic medical record (clause 16.5ZB).


What access do patients currently have to their GP medical record online?
There are different levels of access that a patient may have as granted by their GP practice.
These permissions will remain the same for historic access, although prospective record
access will automatically be available to patients from November 2022.
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● Summary/Core information includes demographics (for example, contact details,
NHS number) allergies, adverse reactions and medications.


● Detailed coded access (DCR) includes test results, values, coded problems and
diagnoses, procedure codes, codes showing referrals made or letters received and
other codes (for example ethnicity or Quality Outcomes Framework). Third-party and
sensitive content excluded.


● Full record access is all coded information and also includes: free text,
consultations and documents (Third-party and sensitive content excluded).


Who can get access to their medical record?
Only people aged 16 years or older and registered with a GP in England will automatically
have access to their full GP record via the NHS App or any other approved patient facing
service apps. People with online accounts set up before their 16th birthday will receive
access to records entered after their 16th birthday when they turn 16. If you judge a
particular young person to be sufficiently competent to have access to their own records
before they reach the age of 16, you can manually allow them to access information on the
NHS App or any other approved patient facing service apps. Please see the RCGP GP
Online Services toolkit for more information


https://elearning.rcgp.org.uk/pluginfile.php/179161/mod_book/chapter/770/Children%20and
%20young%20people%20records%20access%20v3.0.pdf


How do patients get access to their online medical record?
Patients can download the NHS App and will automatically get access to their future full
record from November 2022. If a patient wishes to use third-party apps these may require
the login details that are provided by their GP practice (pin or linkage key) or they may be
able to register using NHS Login if the product is integrated. Information on how to download
the NHS App, or open the NHS website to access their NHS account in a web browser can
be found here: https://www.nhs.uk/nhs-app/


Can online record access be denied or removed?
Access can be denied or removed if a patient is at risk of serious harm to themselves or
another person. It might also be reasonable to temporarily suspend access pending
investigation into the suitability of a patient having access. An exclusion SNOMED clinical
term can also be applied to prompt a review should access be requested in future.
Healthcare workers should remain vigilant and consider ongoing reviews. It may be
reasonable/required to meet with a patient to discuss online access, and to determine with
the patient what's the right thing for them. For further information, please see supplier guides
below


EMIS
https://www.emisnow.com/csm?sys_kb_id=72e713111b2f89543e24ed32b24bcb27&id=kb_ar
ticle_view&sysparm_rank=1&sysparm_tsqueryId=f56196021bc091183e24ed32b24bcb0a


TPP - https://tpp-uk.com/resources/
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2. What will patients see?


What changes are being made to online record access?
From 1 November 2022, patients with an online account will automatically get access to their
full prospective GP health record, including free text, letters and documents. Patients will see
new information once it is entered, or filed, onto their record in the clinical system. Patients
will not see their historic, or past, health record information unless they have already been
given access to it by their GP practice. Patients whose GP practices use the TPP or EMIS
system will see new GP records entered from November 2022. Arrangements with practices
which use Vision Cegedim as the clinical system are under discussion.


Will patients see test results online before a GP has had the chance to review?
Patients should not see personal information such as positive test results until they have
been checked and filed to the clinical IT system, giving clinicians the chance to contact and
speak to patients first. Please use your test patient to review what a patient will see.


Will documents, letters or attachments be viewable by the patient before a clinician
has been able to review and approve?
Some systems may allow the automatic upload of items from other care settings into the GP
record, such as discharge summaries, test results and letters. You must check with your
supplier whether this applies to your system. If this is the case, you should review your
options accordingly so that you check the information prior to disclosure to patients.


Will patients be able to see administrative tasks?
Patients will not be able to see tasks, administrative items, alerts, screen messaging, internal
email or patient warnings. The only time this might occur is if you have added information
directly into the patient record, as part of a consultation or appointment, in which case it
would be visible as it forms part of the electronic patient record.


Will patients be able to see information from other health services or third-party
organisations?
Patients can only see information that is held in their GP record and not information from
third-parties that is viewable in the GP system by health professionals. Communication has
been shared with the wider health system and partnership organisations to ensure that staff
are aware that patients will see their general practice health records. Staff should be aware
that:


● Information sent into general practice will be visible by default as correspondence
shared between clinicians should be shared with the patient (NHS Constitution).


● Organisations should continue to share important information with general practice,
as this can be made invisible from the patient view when necessary.


● To reduce the risk of inappropriate disclosure, organisations should clearly identify
when correspondence should not be patient-visible due to a risk of serious harm.


Will a patient see healthcare workers' names in their records?
Information that may identify staff who have viewed or contributed to a health or care record
is not generally exempt from disclosure should an individual request it, irrespective of the
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staff member's role within your organisation. However, there may be circumstances
in which withholding the identity of a staff member would be justified. Usually this will apply
to non-clinical staff and there should be reason to believe that disclosing their details might
result in them suffering serious harm. For more information, please visit
https://transform.england.nhs.uk/information-governance/subject-access-requests-faqs/


What will a new patient see if moving from another practice?
When a patient registers at a new GP practice from 1 November 2022, they will lose any
access they had to historical information but will automatically get access to their future
record in full from the date they join that practice. If a patient would like to access their
historical information (detailed coded record or full), they will have to request this and the
new practice will need to review and redact if necessary.


Can patients request historical record access?
Practices should have been promoting and offering access to the detailed coded record
since 2016. When patients receive full access by default from 1 November 2022 they may
request historical access. We are encouraging and supporting practices that haven't offered
this as a matter of course to start offering detailed coded record access in a controlled
manner before the November switch on to ensure they understand the process and can
ensure all staff receive the relevant training. Patients have a right to view their information
and may request full historic access through a Subject Access Request. Enabling online
access to detailed coded records (or full access to the record) empowers patients and will
ultimately result in fewer requests for information from the practice in the long term.


What action should be taken if a patient disagrees with an entry in their record?
Health and care professionals have a legal duty and professional responsibility to keep
health and care records accurate and up to date. However, mistakes in record keeping can
occasionally happen. Patients and service users have the right to request for their records to
be rectified if they feel inaccurate information is held about them. If you believe that an
amendment request concerns health or care information that is factually accurate, you
should not amend the record. However, it is good practice to give patients and service users
the opportunity to have an entry put into the record to say they do not agree with a particular
part and why. For more information please visit
https://transform.england.nhs.uk/information-governance/guidance/amending-patient-and-se
rvice-user-records/


Will patients who have online access to their records be able to amend or edit their
patient information?
Patients will only have viewable access to their online record. If a patient requires any
changes to be made, eg name address, this should be requested at their GP practice,
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3. Safeguarding


How can GP practices identify and safeguard vulnerable patients?
The vast majority of individual patients who are at risk of serious harm will belong to known
high risk groups. Many of these patients will already have safeguarding plans in place and
should already be known to general practice, however this list of high risk groups is not
exhaustive and the practice may have concerns about patients who do not fall within these
groups.You should consider turning off access for any individual considered to be vulnerable
to coercion, whose recorded information may be harmful to them, or to individuals who are
unable to keep their record secure.


Findings and recommendations from early adopter sites can be found here:
https://digital.nhs.uk/services/nhs-app/nhs-app-guidance-for-gp-practices/guidance-on-nhs-a
pp-features/accelerating-patient-access-to-their-record/learning-from-early-adopter-sites


For more information about safeguarding vulnerable adults, please visit there RCGP GP
Online Service toolkit here
https://elearning.rcgp.org.uk/mod/book/view.php?id=13455&_ga=2.26797245.1841274166.1
658599026-49673857.1658504029


What will a patient see if there are already safeguarding alerts, flags, codes, notes,
documents recorded on the GP clinical system?
Patients will be able to see coded information, free text, letters and documents including
safeguarding information unless redacted or hidden. It is important to review and redact
where there is a risk to the patient. It is recommended that practices use their test patient to
see what is visible to a patient. For instructions on how to set up a test patient, please visit
https://digital.nhs.uk/services/nhs-app/nhs-app-guidance-for-gp-practices/set-up-a-test-patie
nt


Redaction guidance for:


TPP SystmOne
https://tpp-uk.com/resources/


EMIS
https://www.emisnow.com/csm?sys_kb_id=72e713111b2f89543e24ed32b24bcb27&id=kb_ar
ticle_view&sysparm_rank=1&sysparm_tsqueryId=f56196021bc091183e24ed32b24bcb0a


For information and guidance on coding safeguarding information, please visit the RCGP
toolkit link
https://elearning.rcgp.org.uk/pluginfile.php/170658/mod_book/chapter/349/RCGP-Safeguardi
ng-Coding-Information-June-2017.pdf


Are safeguarding entries by other professionals, for example, school nursing/health
visiting team and midwives viewable to the patient?
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It is important that the wider health system and partnership organisations are aware that
patients will see their general practice health records. The letter notifying general practice
has also been shared with wider system leaders to inform them of the upcoming changes.


They should be aware that:
● Information sent into general practice will be visible by default as correspondence


shared between clinicians should be shared with the patient (NHS Constitution).
● Organisations should continue to share important information with general practice,


as this can be made invisible from the patient view when necessary.
● To reduce the risk of inappropriate disclosure, organisations should clearly identify


when correspondence should not be patient-visible due to a risk of serious harm.


Can a GP surgery hide safeguarding information entries not made by staff in general
practice?
Information entered into the GP medical record is viewable unless redacted/hidden or record
access is not enabled for the patient. As the data controller, the GP practice is responsible
for ensuring that any potentially harmful or confidential third-party information in the patient’s
record is not visible to the patient online. All GP systems have a method of preventing
information in the record being visible via GP online services. For further guidance, please
visit
https://transform.england.nhs.uk/information-governance/guidance/subject-access-requests/


Will patients be able to see safeguarding codes, for example, at risk of domestic
violence?
No, the aim of the code is to protect and is not visible. Where there may be safeguarding
concerns, healthcare workers can prevent patients from having automatic access to new
information by adding a Systematised Nomenclature of Medicine Clinical Term (SNOMED
CT) code to their record. Please refer to your clinical system supplier for more information on
how to apply these codes. Additional guidance can be found here
https://digital.nhs.uk/services/nhs-app/nhs-app-guidance-for-gp-practices/using-enhanced-re
view-snomed-codes-when-giving-a-patient-access-to-their-health-record


How can it be ensured that information made available online is safe for the patient
and practice?
Prospective access to full records from November 2022 is subject to the same safeguarding
requirements and management of third-party information as applied when patients have
access to their detailed coded record (DCR). When recording third-party information, and if it
is unknown to the patient, GP practices will need to ensure that this information becomes
redacted from patient view.
Practices should also ensure that information is recorded in a way which makes it easy for
the patients to understand it. Guidance on safeguarding, sensitive data and data recording is
already available within the records access section of the RCGP GP Online Services toolkit
available at https://elearning.rcgp.org.uk/mod/book/view.php?id=13455


Can online access be restricted in bulk, for example, if patients are identified as being
high risk, for example, from a safeguarding list?
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Codes can be applied in bulk, however caution should be applied if cohorts of patients are
excluded to prevent potential discrimination. Effort should be made to ensure at risk
individuals are reviewed to assess if record access can be provided. For more information
and guidance please visit
https://digital.nhs.uk/services/nhs-app/nhs-app-guidance-for-gp-practices/guidance-on-nhs-a
pp-features/accelerating-patient-access-to-their-record/learning-from-early-adopter-sites#saf
eguarding-patients-who-should-not-have-access


4. Redacting or hiding information in a patient record


When should a practice redact or hide information?


While enabling patients to view their medical records will be beneficial to the majority of
patients, there may be challenges for a minority. This is especially true in relation to
safeguarding vulnerable people as the record may contain third-party/confidential/sensitive
information which the patient must not see or could be harmful to the patient. It may be
beneficial to temporarily withhold data in some cases so the patient can be informed or to
assess risk of harm, for example, sensitive test results. In some cases it may be required
that specific information entered into the GP medical record is redacted/hidden or that record
access is not enabled. All GP systems have a method of preventing information in the record
being visible via GP online services. Hiding information (sensitive or third-party) from the
patient view (either future or historic) does not hide information from other healthcare
professionals.


For further guidance on exemption, please visit
https://transform.england.nhs.uk/information-governance/guidance/subject-access-requests/


What type of information should be reviewed and redacted/hidden?
GP records sometimes contain confidential information that relates to a third-party that the
patient must not see. There may also be information that is sensitive or that could be harmful
to a patient and is not suitable to share. Where there is concern that information may be
confusing for a patient, or may cause harm, access to the record and entries made should
be reviewed. All GP systems have a method of preventing information in the record being
visible via GP online services. For more information about what may be classed as sensitive
information and actions to take, please watch this short video presented by GP Dr Phil
Koczan.


"Why and when to make information visible in patient records":
https://www.youtube.com/watch?v=e9K32Vbf5zM


Are there exemptions to what information should be made available?
There may be instances where access should be limited or not provided to a patient. The
Data Protection Act 2018 highlights exceptions which apply both to subject access requests
and online records access. For more information please review guidance here
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For more information about the types of scenarios where access might be denied, please
listen to Deputy Director for NHS Safeguarding Kenny Gibson and Dr James Higgins detail
circumstances that may cause harm, changes in circumstances, vulnerability and coercion.
Additionally, they discuss "when to consider not providing record access to a patient".
https://www.youtube.com/watch?v=51QcqkYG7VM


Who is responsible for redacting or hiding information?
As the data controller, the GP practice is responsible for ensuring that any potentially harmful
or confidential third party information in the patient’s record is not visible to the patient online.
Such information should be redacted/hidden. This prevents it being visible through GP online
services but does not affect the visibility of the information in the practice and when shared
for direct patient care or used for decision support software and clinical audit.


5. Proxy access and settings


How do the planned changes to record access affect proxy access and settings?
The new changes do not apply to proxy. For more information including clinical system user
guidance, please visit
https://digital.nhs.uk/services/nhs-app/nhs-app-guidance-for-gp-practices/guidance-on-nhs-a
pp-features/linked-profiles-and-proxy-access


Who should proxy access be given to?
Some patients find it helpful for a second person to have access to their online health record.
This is often a family member, a close friend or a carer who they trust to act as their proxy to
access some or all of the services offered by online services. Please review the RCGP
guidance for more information that can be found here
https://elearning.rcgp.org.uk/mod/book/view.php?id=13455&chapterid=770


What should be done with information that a patient does not want a person with
proxy access to view?
While some patients find it helpful for a second person to have access to their online health
record it is reasonable to hide from view any information the patient does not want visible to
them; however it will need to be explained that this will not be visible to both patient and
proxy. Please see the RCGP guidance for more information that can be found here
https://elearning.rcgp.org.uk/mod/book/view.php?id=13455&chapterid=770


How should safeguarding information be entered into a record if the patient has a
proxy user linked, such as a child or young adult?
Any safeguarding information that is entered in the record in consultations, documents or by
any other route should be hidden from the online view of the proxy or the patient. All GP
clinical systems can do this without restricting access to the information in the practice or
when the patient's record is shared for clinical care.
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6. Preparing for full prospective record access


How will the planned changes impact practice workload?
Following an initial rise in new enquiries as practices and patients become familiar with
routine record access, we expect this change to reduce administrative workload for practice
staff by reducing patient phone calls, emails and visits. This should also deliver benefits for
staff and practices, including increased patient satisfaction and greater operational
efficiencies.


Although GPs, nurses and other clinical staff will be required to consider the potential impact
of each entry, and customise or remove access for some individuals in rare cases, we
expect that the overall long term benefits will outweigh any increase in workload due to
improvements in communications and data quality.


How can a practice prepare for the planned changes to record access?
The GP readiness checklist has been produced to support practices in preparing for the
upcoming changes to provide prospective record access to all patients. It signposts to
relevant resources that include an updated RCGP GP Online Services toolkit and a series of
videos and learning from early adopter sites. A PDF copy of the Checklist can be found on
the FutureNHS workspace.


7. Other links and resources


● Future webinar sessions registration page


● Learning from early adopter sites


● Resources for GP practices including examples of patient communication.


9



https://digital.nhs.uk/services/nhs-app/nhs-app-guidance-for-gp-practices/guidance-on-nhs-app-features/accelerating-patient-access-to-their-record/gp-practice-readiness-checklist

https://future.nhs.uk/NHSXImplementation/view?objectId=141032613#141032613

https://future.nhs.uk/NHSXImplementation/view?objectId=141032613#141032613

https://www.events.england.nhs.uk/getting-ready-for-all-patients-to-have-access-to-their-future-data#:~:text=Getting%20ready%20for%20patients%20to%20have%20access%20to,patients%20with%20digital%20access%20to%20their%20health%20records

https://digital.nhs.uk//services/nhs-app/nhs-app-guidance-for-gp-practices/guidance-on-nhs-app-features/accelerating-patient-access-to-their-record/learning-from-early-adopter-sites#Safeguarding-patients-who-should-not-have-access

https://digital.nhs.uk/services/nhs-app/nhs-app-guidance-for-gp-practices/guidance-on-nhs-app-features/accelerating-patient-access-to-their-record/gp-practice-readiness-checklist#patient-communications-for-practices




